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Abstract: Operational risk is managed through internal/external loss data, key risk indicators, risk and control self-
assessments, scenario analysis, and requires to be measured at various organisational levels. Educated risk management
decisions can be taken better when the framework allows for the integration of risk and control information, with aggregation
happening across the bank. The use of a Bayesian Network (BN) provides such a model that allows for the integration of risk
and control information to be delivered in a structured process. This article provides a practical framework for the
aggregation of operational risk data for risk reporting through the learning of Bayesian networks. The parameters of the BN
is initially learnt from an incident database and subsequently updated with expert opinion. This framework can be adopted
and adapted by a risk manager enhancing their ability to deliver dynamic and timely risk intelligence for effective
management of operational risk on a day-to-day basis.
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l. INTRODUCTION

Operational risk (OR) is defined by the Basel Committee on Banking Supervision (BCBS) as the risk of loss
resulting from “inadequate or failed internal processes, people and systems or from external events” and is a
“fundamental element of risk management” at banks[1]. In a review of Bank annual reports, OR was varyingly
presented and included several sub risks and could be referred to more as a non-financial risk. [2].

Approaches typically followed in OR modelling are either top-down - based on macro data or bottom-up based on
the identification of individual events or loss causes[3]. Risk measurement is a key tool in the capture and controlling of
risks. Capital allocation and the establishment of criteria for objectivity and comparability in prioritising risk control for
the improvement of the internal control environment are among the reasons for risk measurement. OR has, for a large
part, been managed through qualitative risk management practices (e.g., checklist, operations manuals), which, while
relatively easy to implement, have various limitations[4]. ORM should not be viewed as a set of disjointed tasks but a
structured process that allows for educated risk management decisions when risk and control information is
integrated[5].

Risk management traditionally focuses on risk identification, measurement, and monitoring, including designing
mitigation strategies. Risk management typically seeks for risks to be managed holistically in a fully integrated
framework across all the various risk types and functions within the enterprise[6]. Key decision-makers should be
involved in the risk management process, and they must understand the interconnectivity of risks, thereby avoiding
ignoring the risks that do not pertain to their domain [7]. Typically, to manage risks in banks, there are particularly
common and widely used methodologies in the risk manager’s toolkit (e.gRisk and Control Self-Assessment (RCSA),
stress testing, scenario analysis, risk appetite frameworks, risk dashboards, limits, key risk indicators (KRI), exposures,
VaR)[2]. The pertinent problem in this context is how a bank can capture and aggregate the data from the various
techniques, and the risks, to enable internal stakeholders to determine and differentiate key influencers enhancing the
bank’s capability to manage enterprise-wide risks.

Probabilistic Graphical Methods (PGM) supports a data-driven approach to effective model construction[8]. We
see that BNs have been widely explored for OR capital calculation and related risk exposure reporting and
disclosures[9][3][10]. They have also been explored to analyse better and understand the OR related to specific process
areas or sub risk areas[11][12]. Through machine learning a BN model from loss/incident data the ability to measure,
monitor and communicate risk information can be enhanced [13]. In this paper, we extend the research done, exploring
the use of BNs in the modelling of OR to enable risk managers and business managers better manage OR on a day to
day basis, i.e., “business-as-usual” operational risk management (ORM).

www.theijbmt.com 260[Page



Aggregating Operational Risks for Risk Reporting — Machine Learning Bayesian Networks

Literature has predominantly focused on addressing the ‘risk capital calculation” problem, aligned more with the
regulatory requirements and directives from Basel. As a risk manager in the industry, one struggles to find practical
references that could be adopted and adapted to enable and enhance the day-to-day ORM capability. While literature
covers how risk should be measured and aggregated at the organisation level, it is not easy to find literature on how
risks can be aggregated at various levels in the organisation to facilitate regular risk reporting to business operational or
line managers for risk management. A risk manager does not have a robust methodology for aggregating the various
risks being identified and monitored. While risk reporting is standard practice, much subjectivity is applied, for the
aggregation of risk and risk information into a single metric or view or rating. The subjectivity is prevalent even in the
presence of high-level rules. A consequence of this subjective method of aggregation is disjoint between the reported
view and the underlying data and further the forward path.

The objective of this research is to evaluate and develop, through a practical approach, a framework appropriate
for business-as-usual risk management, for the aggregation of operational risk data at multiple levels:

a) At the risk or risk event level - the aggregation of data from different risk techniques. Can data from the
various risk management techniques - incidents, control testing, and RCSA - be aggregated to arrive at the
probability of a risk or risk event?

b) At the Basel operational risk event type - the aggregation of risk or risk events. Can the probability of risk
events for an operational risk type be aggregated to arrive at the probability of the Basel operational risk event
type?

c) At the business line level - the aggregation of the operational risk event type. Can the probability of Basel
operational risk event types be aggregated to obtain the business line operational risk?

d) At the group level - the aggregation of business line operational risk. Can the operational risk probabilities for
each business line be aggregated to obtain the aggregated operational risk for the group?

Section 2 presents a review of the literature available and an analysis of the operational risk topics researched
applying Bayesian networks. Section 3 elaborates on the research design and the methodology followed to build and
analyse the BN using simulated data. Section 4 provides a discussion of how the BN can be applied for operational risk
management, with section 5 providing a conclusion.

I Literature review
21 Operational Risk Management

The objective of an OR framework is to identify, assess, control and mitigate OR and to champion effective
reporting of risk and emerging risk issues [14].[15] presents the main data building blocks of an OR framework in Figure
1. Risk identification and assessment are fundamental characteristics of an effective OR framework. The bank can better
understand its risk profile and effectively target risk management resources and strategies through a sound risk
assessment process.

Reporting
Measurement and Modeling
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Internal Loss E
Data Risk and Control Scenario Key Risk =
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Data
Policies and Procedures
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Figure 1 Building blocks of an OR framework. Source: Girling (2013)

Operational risks are diverse, originating from internal or external disruptions to business activities, with a level of
unpredictability of their overall financial impact. This complicates the systematic and coherent measurement and
regulation of operational risks making it quite distinct from that of other types of banking risks.
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Losses are entered into a database and attributed to loss categories with sufficiently detailed classification for risk
measures. The approach taken by BCBS in the classification of OR losses is to deal in terms of the causes of the loss, as is
seen from the OR definition that focuses on the cause of the risk and the loss event type classifications. Modelling of the
cause of OR losses is required for comprehensive analysis and is essential for understanding how risks arise within the
organisation. It provides management with a basis on which management may intervene to achieve the desired
alteration in the risk profile [16].

Events captured in the firm’s OR event database provide a valuable backdrop and help identify the risks and
control weaknesses to be addressed in the RCSA. They also demonstrate the possible impact and frequency of risk
events and can be used to validate assessments made during the RCSA. The RCSA is designed to consider all possible
risks, not just those that have occurred in the firm, which can be a difficult task. External events, events that have
occurred in the industry are useful for this purpose and enable informed discussion about potential risks [15]. Internal
operational loss data provides meaningful information for assessing a bank’s exposure to OR and internal control
effectiveness. Analysis of loss data can provide insight into the causes of losses and control failures. External loss data
can be used to assess previously unidentified risk exposures [1].

The objective of a risk and control assessment (RCA) or risk and control self-assessment (RCSA) is to identify,
measure and monitor the risks and controls of the firm. The RCA can be qualitative, based on value judgments, or
quantitative, assessing the risks identified through percentages for likelihood and impact values [17].

The ability to effectively identify, assess, measure and manage risk is vital for OR excellence and robust risk
management. For most organisations, the risk and control self-assessment (RCSA) process is central to the ORM
framework [18]. The RCSA provides an excellent opportunity to integrate and coordinate the risk identification and risk
management efforts and generally improve the understanding, control, and oversight of a bank’s operational risks.
RCSA provides a systematic means of identifying control gaps that could impact the business or process objectives. In
this respect, RCSA promotes the analysis and monitoring of factors that affect the level of OR exposure. A key aspect of
the process is the assessment of the impact and likelihood of risk. There are three main approaches to performing an
RCSA, namely workshop, questionnaire or a hybrid [19], [20].

The loss database also demonstrates the possible impact and frequency of risk events and can be used to validate
assessments made during the RCSA. RCSA forms an integral element of the overall OR framework, as it provides an
excellent opportunity for a firm to integrate and coordinate its risk identification and risk management efforts and
generally to improve the understanding, control, and oversight of its operational risks. The results and findings from the
RCSA are used in conjunction with other components of the OR framework (e.g., loss data, scenario analysis) to enhance
insight into the firm’s OR profile [19].

Scenario analysis is a popular input in the OR measurement methodology and considered a successful, forward-
looking technique. Scenario analysis is a process of obtaining an expert opinion from the business line and risk
managers to identify potential OR events and assess potential outcomes [1].

Key Risk Indicators are used to monitor the main drivers of exposure associated with key risks. These are often
paired with escalation triggers to warn when risk levels exceed acceptable thresholds [1]. KRIs are measurable metrics or
indicators that track exposure or loss. Anything that can perform this function may be considered a risk indicator, and it
becomes key when it tracks an especially important exposure. An underlying rationale is usually that a change in the
value of the indicator is likely to be associated with a change in risk exposure or operational loss experience.

Risk Aggregation

A key element of risk management is a framework that allows for a consolidated view of all risks, enabling the
board and senior management to take the appropriate decisions and actions [21]. Risk aggregation opens the door for
‘Firmwide management of risk’. Risks can be aggregated either between risk types or between business units, with the
former considered more amenable to the management of risk in an integrated fashion [22]. Financial institutions and
their supervisors are placing increased emphasis on consolidated risk management, also called integrated or enterprise-
wide risk management. The interdependent nature of risks within an organisation also serves as a motivation for
developing a consolidated risk management system [23]. The enormous improvements in computing technologies have
increased the practical possibility of risk aggregation [24].

A modern diversified financial institution engages in a broad set of activities (e.g., banking, brokerage, insurance or
wealth management). Rapid financial innovation, developments in supervisory standards and the financial crisis has
created a challenge for enterprise risk management in diversified financial institutions. Integrated risk management
requires developing a coherent approach to aggregating different risk types. The goal of integrated risk management in
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a financial institution, having a range of diverse business activities, is to measure and manage risk and capital across the
institutions. Studies in this area have primarily focused on copulas application, estimating joint distributions risk and
capital across a range of diverse business activities [25].

Risk aggregation provides valuable risk intelligence and good risk aggregation helps an institution in developing a
better understanding of the breadth of individual risks and enables an efficient and effective risk management program
[26], [27].

Risk Reporting

The ability to completely and accurately aggregate, analyse and report OR exposure is an essential capability of
robust risk management. Accurate risk information provides ‘intelligence’ firms need to make informed, risk-based
decisions on a day to day basis. Reporting through risk dashboards can be used to alert management of the changing
risk conditions and thereby support decision making [28].

One of the ultimate challenges for banks is being able to take raw, granular, business-level data and aggregating
them across levels in a manner that efficiently and effectively communicates risk intelligence. Such risk intelligence
should be communicated within the bank both horizontally and vertically to enable executive management to assess the
risks in running the organisation. The ability to do a bottom-up data aggregation and then across business lines, regions
should exist within the organisation[29]. Gathering risk information from the different business units/departments and
consolidating them into risk reports for senior managers and boards can be daunting for many organisations. The
volume of risk data to be aggregated can be overwhelming, especially in organisations where risk is managed in silos
within operational units. Lack of awareness of correlations and concentrations could allow risk to spread across the silos
[26].

Improved reporting of risks enables managers to make informed decisions by allowing them to adequately
consider the identified and measured risks leading to organisational success and increase in shareholder value. To
address the needs of different stakeholders, each having their objectives and requirements, the reporting of risks should
be at various levels. While operational level managers could require information relevant, accurate and periodic to their
specific area, senior management’s requirements may be of a different specificity creating reporting requirements
specific to varying levels of decision making and control within the organisation. This would require risk reports to be
comprehensive across all risks, with the level of reporting detailed or aggregated catering to the audience [30].

The goal of any OR framework should be to provide management with the information and resources required to
take these types of decisions. Further, RCSA information must be aggregated to create a comprehensive view of
operational risks across the organisation. The information must be tailored to support management decisions on
prioritisation of risk mitigation programs [31].

2.2 ORM and Bayesian Networks

A graphical model is viewed as a probabilistic database, a machine to answer queries about the values of sets of
random variables. The database is built applying probability theory, ensuring a consistent overall interpretation[32].
PGMs use a graph-based representation as the basis for compactly encoding a complex distribution allowing for a
compact representation of a set of independencies and also defining a skeleton for representing a high-dimensional
distribution. There are two families of graphical representations of distributions - BNs, uses a directed graph, and the
second Markov networks use an undirected graph[8].

The development of OR models through a systems-oriented approach allows the models to be extended beyond
risk capital allocation. Such a model requires a deeper understanding of causation in OR events incorporating
antecedent events and causal pathways of operational losses. In a continually changing environment, the estimation of
OR frequency and severity distributions cannot be done solely using historical data, given their limitations in predicting
future losses. [11].

Any model that incorporates subjective prior beliefs is a form of the Bayesian model. OR modelling uses
observable (objective) data and subjective choice (prior belief) parameters and more suited for BN modelling. BNs
combine intuitive visual representation benefits with a sound mathematical base to allow for reasoning under
uncertainity. BNs enable us to combine any quantitative data available with qualitative data, mirroring the causal
structure underlying the process itself. BNs can successfully model dependencies between events and processes in
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complex systems.[33]. BNs improve transparency for efficient risk management, as they are based on causal flows in an
operational process[34].

In the area of OR, BN methodologies can be applied to build models that combine different sources of data
(internal data, external data, and expert opinion), learning correlation structures, and incorporating dynamic
information flows. BNs can be used for scenario analysis. [3], [9], [34]-[38].

BNs can be used for eliciting subjective components of risk forecast from experts by explicitly modelling scenarios
involving different operational processes or threats to the business, with the likely outcome. Further on, they can model
“long” tail distributions for the unexpected loss component of the total loss distribution [39]. They also allow for a
domain’s changing risk profile to be captured in an efficient, low cost, timely manner, supporting both individual and
organisational learning. Risk communication, within the organisation, can be improved through a clear representation
of OR and their subsequent losses and key drivers more explicit [40]. Possible correlations among different bank
processes can also be captured [38].

Bayesian methodology can be used for estimating OR loss distributions using loss data and expert opinions. The
elicitation process of expert opinion, through an RCSA, allows a better understanding and sharing of operational risk.
RCSA data can be included in a suitable parametric prior distribution and through a Bayesian approach be merged with
loss data to derive posterior distributions for deriving appropriate risk measures such as Value at Risk (VaR) or
Expected Shortfall (ES) [9].

In a dynamic environment, such as the banking industry, there is a constant flow of information in the form of
observed losses, new or changed policies, and controls. It is useful to incorporate this flow of information into the
models. The Bayesian model allows for the efficient integration of these information flows to deliver timely benefits and
model validation [35]-[37], [39]-[41]

A Bayesian approach is a viable option for the managing of OR in an environment of uncertainty and scarce
information. While the application of BN to ORM has been explored, much of the focus has been around their
application to risk measurement for capital calculation or regulatory disclosures, such as calculation of the Value at Risk
(VaR) or loss distribution analysis [11], [42]-[44]. Several papers have extensively explored process and loss event
analysis using BN modelling oriented more towards the better analysis and understanding of OR related to specific
process areas or sub risk areas [11], [12].

Figure 2shows the distribution of papers reviewed (47) by the authors that covered both BN and operational risk,
which addressed various terms related to operational risk management. Over 90% of the papers include loss data only,
while very few cover KRIs or RCSAs. Figure 3 shows the number of papers that cover all four areas of operational risk
management and how BN can be applied; this was found to be just one. Previous research has mostly focused on capital
related calculations, with about 87% of the papers focused on VaR or capital calculation. This shows a gap in the
literature covering the application of BNs beyond capital calculation and business-as-usual risk management.

Integration
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20% Aggregation
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Figure 2 Percentage of ORM-BN papers reviewed that covered the specific ORM topics
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Loss-RCSA-KRI-Scenario Analysis I
VaR/Capital Calculation 87%

Integration 34%

Figure 3Percentage of ORM-BN papers that addressed the four ORM techniques together in the same paper

Papers tend to either focus on the use of subjective data or objective data for structure and parameter learning.
While the need to aggregate risks and have integrated risk reporting has been discussed there is limited reference to
how this can be achieved within the institution, especially for regular reporting at the business unit or business line
levels. The papers also refer to the integration of the various ORM techniques - RCSA, loss analysis, KRI, scenario
analysis - but there is little in detailing how this can be achieved incorporating both a forward and backward-looking
view. We see that further research is required to elaborate on how the BN models, can be constructed and learned, and
then be applied in the effective management of OR at a bank or unit level. The pertinent and pressing question is how
these models can be incorporated into the day to day risk management and not just for regulatory reporting or risk
calculation purposes. Also, to understand how the models can enable risk management to be viewed at a bank-wide or
bank unit-wide level and not just specific to a process or sub-risk type.

1. Materials and methods

Figure 4 shows the research design through which the above objectives are to be achieved. Data from an
operational risk incident database, including various types of operational risk incidents, will be used to construct and
learn a Bayesian Network (BN) initially. This BN will then be updated with expert opinion, which in the business
environment will be elicited through techniques such as risk assessments. The BN will then be evaluated to assess the
aggregation capabilities and for purposes of operational risk management. The aggregation will be done at an
operational risk type - aggregating all the risks related to that operational risk type, followed by at the business line
level and then at the group level. The constructed networks will be evaluated for application to various business-as-
usual operational risk management techniques such as - operational risk reporting, scenario analysis, loss analysis, key
risk indicators.
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Figure 4 Overview of the research design showing the construction of the BN and the application to evaluate the

objectives of this research

A banking group can have several business lines (retail banking, commercial banking, asset management). A Bank
would have in place a taxonomy including all risk events the bank may be exposed to and also all the controls that is
implied or should be implemented in the bank. A bank will have an OR incident database to capture all OR incidents
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reported in the bank, in line with the internal policies and procedures. Additionally, the bank would have a risk register
that captures all the current risks the bank is exposed to and the risk exposure level.

Figure 5 shows the conceptual design of the research in the context of ORM at a bank.

The incident data available in an incident database, which includes the cause of the incident and the details of the
control or control suite that has failed, can be used to determine the probabilities. From the incident data the
probabilities of the cause being present, a control (or control suite) failing; consequently, a risk event occurring resultant
from the cause and control failure and therefore probabilities of the risk type can be determined. Further, the data
provides the probabilities of the risk impact for a risk event or risk type. The bank would seek to analyse the incident
database to understand the backward looking probabilities of the various causes of a risk event, including;:

A control suite failing in the presence of a cause;

A risk event materialising;

A risk type occurring;

The risk impact - high, medium, low - for a risk event or risk type.

YV VY

The probabilities of the control failure can be updated based on the control testing that may be undertaken by the
bank. This testing can include regular internal audits and activities to provide assurance on internal control systems
(BCBS, 2012; Federal Deposit Insurance Corporation, 2015). A control found to be effective will have a lower probability
of failure than one found to be not effective, which will have a higher probability of failure with the potential to result in
risk events.

Probabilities can be updated with information elicited through the process of RCSA or scenario analysis. This
allows for a forward view of cause occurrence or control failures to be incorporated by eliciting them from subject
matter experts. The information from control testing and RCSAs are used to update the probabilities of the control
(failure) and cause (occurrence). The probabilities of the risk event, risk type, and risk impact are propagated when the
updates are made.

/ Risk & Control Taxonomy

Risk Register

/ Incident Database //

Incident Data

~~» Probabilities

= Influence

Figure 5 Conceptual design of the research

Figure 6 shows the process for this research for learning the structure and parameters of the BN and then applying
it for operational risk management. A master database was synthetically created, to resemble a risk incident database of
a bank. The database was synthetically created solely for modelling, to exhibit their application to use cases, a few
limitations do apply. It will not be used for any empirical analysis, and relationships are only illustrative. Also, not all
Basel OR Event Types have been considered. While a bank’s OR incident database is likely to capture the actual loss
amount ($ amount) in this case, we have assumed a discrete variable to indicate the risk impact. This allows for the
capture of all potential impact types - monetary, regulatory, financial. Also, this allows for the database to be developed
on for further application use cases. The master database was then randomly split into two databases representing the
incident database of two business lines.
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Figure 6 Process to learn the BN and apply the BN

Table 1 describes the groups of fields, the fields and shows a mapping between the fields. One group of fields in
the control suite - to indicate a family of related controls that could fail - with the fields being CS1, CS2. Another field
group is ‘Cause’ which relates to the cause of the risk event, namely Delivery Failure, Outsourcing. The other two field
groups are ‘Risk Event’, with fields Service Disruption #1, #2 and ‘Risk Type’, capturing the Basel OR event types. The
values for the fields are “Y” or null, the former if the cause is present or control suite has failed, or the risk event has
occurred. The mapping shows the relationship between the control suite and cause. The failure of a control suite, with
the related cause being present, could result in the occurrence of the risk event. A mapping of the cause, risk event to the
risk type is also shown below. An additional field is the ‘Risk Impact’ with values of High (H), Medium (M), Low (L).
This is a discrete value to show the level of risk exposure. Each of the fields, as shown below, will represent a node when

the BN is structured later.

Control Cause Risk Event Risk Type
Suite
CS5 Delivery Failure (DF) Service Disruption (SD) #1 Business Disruption and Systems
Failure (BDSF)
CS9 Outsourcing (Out) Service Disruption (SD) #2 Business Disruption and Systems
Failure (BDSF)
Cs12 Hardware Failure (HW) Technology Disruption (TD) #1  Business Disruption and Systems
Failure (BDSF)
CS8 Telecommunications Technology Disruption (TD) #2  Business Disruption and Systems
(Telecom) Failure (BDSF)
Cs11 Utility Outage/Disruption Technology Disruption (TD) #3  Business Disruption and Systems
(UOD) Failure (BDSF)
Cs7 Hacking Damage (HD) Asset Loss (AL) #1 External Fraud (EF)
Cs11 Natural Disaster (ND) Asset Loss (AL) #2 Damage to Physical Assets (DPA)
CS2 Product Defects (PD) Product Loss (PL) #1 Client, Products, Business
Practices (CPBM)
Cs1 Model System Processing Error (PE) #1 Execution, Delivery, & Process
Misoperation (MSM) Management (EDPM)
CS3 Software (SW) Processing Error (PE) #2 Execution, Delivery, & Process
Management (EDPM)

Table 1 Fields of the Incident Database and a mapping between the field groups

Learning - structure and parameter - was done through packages available in R. Inference of probabilities were

also through the relevant packages available in R.[13] elaborate the approach for learning BN models using R.
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The structure of the BN was constructed per the model in Figure 7. The model is based on the Fenton and Neil risk
event model explained through the causal view of risk[47]. The model has been modified, ignoring the mitigating
variable in the original model while renaming consequence as risk impact. Additional variables were added to record
the Basel operational risk type to which the risk event pertains this providing a structure more suited for aggregation of
risk types. Figure 7 (a) shows the risk event model, as explained through the causal view of risk. Figure 7 (b) is a
proposed model for this research modifying the original Fenton & Neil model.Figure 7 (c) provides an example of the
model showing the relevant nodes. Telecom failure is the cause and, if present, given the failure of the associated
control, there would be a risk event - technology disruption. Technology disruption relates to the risk type business
disruption and systems failure (BDSF). The risk event would have a risk impact that could be a random value - low,
medium, or high. The incident data within the incident database was initially used to learn the probabilities for the BN;
namely, the probability of a risk event resulting from a cause-control combination, the probability of risk types, and the
probabilities of the risk impact.

Figure 8 shows the BN structure that has been manually constructed using bnlearn and will be the basis for this
study.

Business
disruption and
systems failures
(BDSF)

Consequence @

(@ (®) ©

Figure 7Structure for the construction of the BN (a) causal view of risk[47], (b) modified structure of the causal
view of risk, and (c) illustration of the model using a risk event as an example
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Figure 8 BN structure constructed using bnlearn

With the structure of the network defined, the parameters, the node probabilities, and the conditional probabilities
can be learned from the database by the algorithm.

Risk Assessment - Incorporating Expert Opinion

BNs allow for a combination of both subjective and objective data in quantification. Risk assessment information
can be incorporated into the risk model. Learning from the incident database provides the initial ‘objective’ data and risk
assessments provide the “subjective’ data that can be incorporated into the BN. The parameters (node and conditional
probabilities) learned from the incident database can be updated through expert opinion collected through the RCSA
process.

The probabilities for the BN are learned initially from the incident database (Figure 8). The node probabilities for
the parent nodes - cause and control suites are from the BNs that were learned using the incident database. The
conditional probabilities for the child nodes in the BN are also learned and inferred from the incident database BN.
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Figure 9 Constructing the BN incorporating expert opinion

Probability elicitation is the process of obtaining estimates from domain experts, and this can be done through the
RCSA or RCA process for OR management. Probabilities comprise both marginal and conditional probabilities. This can
be very challenging if the probability is conditioned on several states and nodes.

Table 2 illustrates how the information elicited through risk assessments for business line 1 can be incorporated
into the BN. The values in the pre-assessment column refer to the probabilities as inferred from the BN parameters that
were learnt from the incident database. This shows the probabilities of control suite #7 failing and also the probability of
the cause being HD, based on the incident information collected. The probability of an AL1 risk event as inferred from
the incident database could, therefore, be understood to be very low.

During an RCSA process, given the increase in cybersecurity threats [48], the risk manager and business managers
could discuss and agree to increase the probability of HD being a cause for risk events to 0.4. Given the change in the
threat and the need to enhance the control suite, the managers can agree that the probability of a failure in CS7 has
increased to 0.2. This shows a higher probability of occurrence of the cause and failure of the control suite than in past
incidents.

The BN is updated by learning the parameters after providing these updated node probabilities (* indicates the
values elicited from the RCSA and input into the BN). Inferences are then made from the updated BN. The risk manager
and business manager can infer, as shown under the Assessment column, the updated or new probabilities. Updating
the node probabilities for HD and CS7 shows that the marginal probability of an AL1 risk event for the bank is now
much higher (0.08 vs 0.00). The conditional probability of a high risk impact event occurring, with HD being the cause
and CS7 failing, is now significantly higher, at 0.3960 (vs O earlier). This allows the risk managers and business managers
to reset their priorities for risk remediation focus.

Assesl;l;rel:ent Assessment
Pr(HD =Y) 0.0019 0.4000*
Pr(CS7 = Fail) 0.0019 0.2000*
Pr(AL1=Y) 0.0000 0.0800
Pr(RI =="H"|HD =="Y" & CS7 == "fail") 0.0000 0.3960

www.theijbmt.com 269|Page



Aggregating Operational Risks for Risk Reporting — Machine Learning Bayesian Networks

Pr(EF =="Y"| AL1 == "Y") 0.0000 1.0000
Pr(RI == "H" | AL1 == "Y") 0.0000 0.4071
Pr(RI == "H" | EF == "Y") 0.0000 0.3949

Table 2 Risk assessment business line 1

In another case, the probabilities of the occurrence of the cause - model system misoperation - and its related
control suite (CS1) was updated to lower probabilities 0.1 and 0.3 respectively from 0.3555 and 0.3555 earlier. This was to
simulate an assessment where actions were taken to enhance the control environment and also reduce the causal factors.
When the BN was rerun, the probabilities were automatically updated. The probability of the occurrence of the relevant
risk event, processing error #1, showed a decrease to 0.0300 from the initial 0.1264. The probability of a high impact risk
conditional the occurrence of a processing error #1 risk event had dropped to 0.2563 from 0.2721. While past incidents
reflected a higher probability of the risk event happening and therefore a higher risk exposure - this could be reassessed
and updated based on new information of improved control environment and a revised assessment of the probabilities.

The parent nodes - cause and control (suite) - probabilities can be updated based on the inputs from the RCSA and
scenario analysis. This is then propagated through the BN automatically updating the probabilities for the nodes such as
risk event, risk type and risk impact. In addition to the probabilities for the cause and control, the risk managers and
business managers can also assess a need to update the conditional probability tables to reflect a changed view in light
of environmental changes.

Risk assessment information can thus be incorporated into the risk model. The parameters (node and conditional
probabilities) learned from the incident database can be updated through expert opinion collected through the RCSA
process.

Risk Aggregation

One of the objectives of this research is also to address the problem of aggregation of risks at an enterprise or
group-wide level. While in the above sections risk information can be aggregated and probabilities inferred at a business
line level the next step is to aggregate at the group level to arrive at an aggregated risk probabilities and rating for the

group.

A different BN structure is adopted here. Figure 10 shows the BN structure to be adopted for the risk aggregation
BN. The risk values for the two business lines - shown here as CB (Commercial Banking) for business line 1 and TS
(Trading & Sales) for business line 2 - will be the parent nodes with “Group” being the child node. A conditional
probability table (CPT) was manually created to facilitate the aggregation of the ratings.

\ N L"/

@I’OUS/
Figure 10 Aggregation of risks of the business line
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The probabilities for the risk impact values for CB and TS are inferred from their respective BNs (BL1 and BL2
respectively), as learnt from the incident database and subsequently updated with risk assessment or scenario analysis
information. The node Group shows the aggregated probabilities of the risk level, namely the probability of a high
impact risk or medium impact or low impact risk impact from the group as a whole. This based on the probabilities for
High/Medium/Low impact risks for each of the underlying business lines.

For this network, the conditional probabilities have been manually specified. These are subjective values and can
be updated to reflect expert opinion and also factor in risk appetites defined or varied risk impact levels, if any and as
applicable.

IV. Evaluation of the BN for operational risk management

The BN that was constructed and learned could be applied to the various objectives that the research intended to
achieve.

a) At the risk or risk event level - aggregation of data from different risk techniques: The BN allows for the
aggregation of data from the different risk techniques at the risk event level as shown in Table 3. Risk event information
can be learned from an incident database providing an aggregated view of risk events. This information can be enriched,
incorporating information from RCA and scenario analysis, providing expert opinion akin to forward looking views of
the risk environment. As seen the probability of a risk event such as Asset Loss #1 can be determined by inferring from
the BN, created from the incident database initially, and subsequently with probabilities updated after incorporating
expert opinion from RCA or scenario analysis. This allows for a better and more dynamic view of the probability of a
risk event through the integration of different data types. Table 3 provides an overview of the sources of data, the
various ORM techniques, and the types of data that can be aggregated through the BN. The probability of risk events
can be directly sourced from the incident/loss data. The BN allows for the data from incident/loss data, data from
RCSA and scenario analysis to be aggregated, showing that data from different sources of risk information can be
aggregated. Loss data is backward looking and is relatively objective, given the quantitative nature, while RCA/RCSA
and scenario analysis are quite forward looking with much subjectivity given the nature of expert assessment. Through
the aggregation of the data from incident/loss and RCA/RCSA /Scenario analysis - it is seen that forward looking and
backward looking data can be aggregated and so can subjective and objective data sets.

Incident Scenario
/Loss data RCA/RCSA Analysis
Risk events N
Plfferent. sources of risk N N N
information
Forward Looking and backward
. J y J
looking
Subjective and objective data v v v

Table 3 Types of data and the sources of data that can be aggregated through the BN to get the probabilities of a risk
event

b) At the Basel OR event type - aggregation of risk or risk events: Probabilities of the risk events can be
aggregated to arrive at the probability of the related OR event type. The probability of the risk type Business Disruption
and System Failure (BDSF) can be inferred by aggregating the related risk events, namely SD#1 and SD#2. Similarly, the
probability of risk type Execution, Delivery and Process Management (EDPM) can be inferred from the BN given the
aggregation of the related risk events (PE#1, PE#2). This allows for a richer understanding of the likelihood of the
different risk types based on the probability of underlying risk events, facilitating a more focused approach to risk
mitigation by the risk owners namely the process owners or line managers.

c) At the business line level - aggregation of OR event type: The BN incorporates information at the risk event
and risk type level, therefore, integrating all the low-level risk information required for providing the business line risk
view. As shown the risk impact probabilities for the business line can be inferred from the BN. The likelihood of a high
impact OR for the BL1 or BL2 can be inferred from the BN, thus evidencing the aggregation capability. This allows the
BL managers to determine the areas requiring risk prioritisation and monitor the risk accordingly. The aggregation
allows for efficient capture in risk reports avoiding the “disjoint’ problem by allowing for a drill down through to the
underlying factors namely the controls and causes that have the highest probability of failures and occurrence. Figure 11
shows the BN for the business line 2.

www.theijbmt.com 271|Page



Aggregating Operational Risks for Risk Reporting — Machine Learning Bayesian Networks

5
099723| | 09%en|

Cs5 D s9 Qut Telecom Cs8 (<373 HW uoD osu ND MsM Cs1 SW 3 HD
0998611} 0998611} 0941 0941 0.55! 0.55! 09 09 0.9736Y) 0.955! 0.981 a [ 09930 109930 0997
v | _ooomsd | oo oossm| | oosss o o oos oosy ows o o oss oss o o oo oowrm| | ooms
| | \ [
| [ | |
v ) v
B

v
DL s02 o2 ToL D5 Az e =) AL P
CEESE 09416 0.5 0510 [E3 02257 0wz [ oser 0%
v| oo0izg 00z 008154 00178 0005429 03555 00062 | 0002778 0002157
|
|
[ F ]

PD 2
05%585|

0008167]

=" | N

o]
o a5 = G5 e
v o2] Qo Py o5z
|
\
\
A
R
L 041
M 033y
H 0.2532

Figure 11 Bayesian network with marginal probabilities for business line 2

d) At the group level - aggregation of business line operational risk: As shown the aggregation BN allows for
the risk of the business lines to be aggregated to arrive at the group risk. This enables better risk reporting at the group
level to the managers interested in understanding group level exposure. They can further drill down - moving to the
business line BNs to determine the top probable risk areas. This allows managers, at corporate or group level,
understand the overall OR exposure and the exposure of each underlying business lines.

The BN could be applied to the various ORM techniques:

Loss analysis: It was possible to query the BN to determine the causes of risk events that had the highest probabilities of
occurrence or, the controls that had the highest probability of failures or, risk events with the highest probability of
occurrence. Figure 12 shows how the probabilities of the risk events for a business line can be presented, allowing for a
focus on the risk events that have the highest probabilities of occurrence.

Risk Events
W PEl W PE2 M TD3 M TDI © TD2

SDI H SD2 W AL2 PL1I H ALl

Figure 12 Chart showing the probabilities of the various risk events for a business line

Also, we could condition the BN for only high impact risks and then query to see which controls, causes and risk events
have the highest probabilities. This provides a more holistic view across all operational risks and risk types for a given
business. Figure 13 shows the marginal probabilities of the control (=Fail) and cause nodes (=Y) when the BN is
conditioned for the risk impact being High.
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Figure 13 Marginal probabilities for the control (=Fail) and cause nodes (=Y) conditioned on the risk impact (=High)

Key Risk Indicators (KRI): We could evaluate the BN to design KRIs that related to the specific risks in a clear and
consistent way. If we wanted to focus only on events related to the Business Disruption and System Failures (BDSF) risk
type, we could condition the BN to this risk type and then query the BN for the related causes and controls. It allows us
to define KRIs for specific risk types or risk events that we see a high probability of occurrence. By tracing back, we can
define KRIs to monitor the related causes and controls.

We could condition the BN for High risk impact (Figure 13) and then query to determine the risk types and risk events
that had the highest probabilities. KRIs could be defined to monitor the controls and causes related to these risk events.
This allows for the targeted monitoring of high impact risk events. KRIs could be designed to monitor the failure of
these controls that could result in a higher number of risk events.

Scenario Analysis: The current state of a given characteristic could be inferred from the BN providing the basis for
further analysis to determine whether this is commensurate with the potential future state or if it requires to be updated.
The focus of this research is not the computation of loss distributions or OR capital calculation to facilitate the
understanding of a given scenario.

We could, separately, specify scenarios related to 2 risks that are considered among the top risks for 2019 (Risk.net,
2019) and infer the probabilities of there being a high impact risk occurring.

1. Cyber-attack - a scenario where the cause is “"HD” (HD=Y)
2. Outsourcing and third-party risk - a scenario where the cause is “Out” (Out =)

For analysis of the scenarios, hard evidence could be set to simulate the cause and failure of the control suites
associated with these causes and infer the probabilities of a high impact risk occurring. Managers can simulate the
outcome if controls have failed or a causal factor has materialised.

Bt smrio Node  swe  Lemi o R o even
; 1 géu)z Eaﬂ 0.3876
2 CSs9 Fail 0.2497
) 1 g% Eaﬂ 0.38
2 CSs9 Fail 0.2400

Risk Reporting: When evaluating a model for risk reporting it is essential to evaluate if it allows for risk information to
be communicated in a manner that would cater to different senior managers and risk managers allowing senior
managers to be aware of the risk types, probability of the occurrence and risk impact and accordingly prioritise their risk
remediation efforts

We have seen that BN structure and the parameter learned can give us much insight into the key controls, causes,
risk event types, and the impact. These allow us to measure the operational risk exposure and also present them either
as KRIs or an overview of the probabilities of the risk events and risk types occurring catering to different groups of

www.theijbmt.com 273|Page



Aggregating Operational Risks for Risk Reporting — Machine Learning Bayesian Networks

senior managers. Business managers can view the risk types and events that have the highest probability of occurring.
They are then able to work with the risk manager to understand better the specific control and causal factors related to
their area, those on which they need to prioritise their remediation efforts. Process owners are also able to better manage
their process by gaining visibility into the controls that have a higher probability of causing a risk event and then
prioritise their remediation efforts there. KRI focused on these areas will help them efficiently manage this risk while
understanding the alignment with the risk event and the risk type.

Banks typically use risk grids for showing the risk levels aligning the risk levels with the risk appetite that has been
set. To evaluate the use of the BN for risk reporting within the bank, a risk grid has been constructed (Figure 14). The
risk grid is a matrix of the likelihood (of risk event occurrence) and the impact of the risk event. For this research, a 3x3
matrix has been constructed with the likelihood divided into three regions, and the impact also divided into three
ranges of $ impact. The impact has been divided as Low risk (less than $ 10,000), Medium risk (between $10,000 and
$100,000) and High risk (greater than $100,000). A risk can be plotted on the risk grid, taking into account the likelihood
of the event and the risk impact. Each cell in the grid can be numbered for quick reference and refers to a specific loss
amount range. As an example, a risk event that had a likelihood of occurrence at 0.5 with a risk impact of $50,000 would
be plotted in the cell number 5 indicating it is a medium risk and can be reported thus. We took that values for the risk
types from the BN and plotted it on the risk grid. For business line 1 (Figure 15 a) the risk type External Fraud had a 0.38
probability of a high impact risk and is plotted accordingly on the chart. For business line 2 (Figure 15 b) the risk type
EDPM, there is a 0.25 probability of a high impact exposure. The grids also shows the aggregated business line rating.
For business line 1, there is a 0.25 probability of a high impacting risk exposure.

Figure 16 shows how a group level manager can receive an aggregated view of the risks on the grid. In this case, it
shows the business line level rating - for business line 1 and 2 - and the aggregated group level rating.

Risk Level Likely Loss Amount (S)
E S 3 6 Low (1) 03,000
Low (2) 3,000 — 7,000
Low (3) 7,000 — 10,000
=
2 23 Medium (4) 10,000 — 30,000
= £ 2 5
K
2 =S Medium (5) 30,000 — 70,000
Medium (6) 70,000 — 100,000
P Medium (7) 100,000 — 300,000
3¢ 1 4 7
= 300,000 — 700,000
700,000
Low Medium High

(0 -10.000) (10.000 (100,000 —
100,000) 1,000.000)

Impact ($)

Figure 14 Risk grid to plot the risks for management reporting

www.theijbmt.com 274|Page



Aggregating Operational Risks for Risk Reporting — Machine Learning Bayesian Networks

High

0.7)
High
(0.7

Likelihood
Medium
0.3-0.7)

Likelihood
Medium
(0.3-0.7)

Low

(<03)
Low
(<03)

Low Medium High Low Medinm High

Impact Tmpact

(a) (b)

Figure 15Reporting on the risk types and the business line aggregated risk (a) reporting on risks
for business line 1 (b) reporting of risks for business line 2
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Figure 16Risk reporting at the group level

V. Conclusion

The framework presented in the research provides, as a first, a practical approach to using machine learning,
specifically Bayesian networks, for the aggregation of operational risk data for risk reporting. While BNs have been used
to measure operational risk for capital calculation (VaR, loss distributions) and in analysing risks in specific process
areas, this research has addressed a gap showing that machine learning BN models can significantly enable the process
of aggregation of operational risk data for operational risk reporting. The BN model allows for all the building blocks of
an operational risk framework - loss data, RCSA, scenario analysis, KRIs - to be integrated through risk aggregation
enabling better measurement and reporting. This research has also addressed how aspects of a pure data-driven model
can be preserved while incorporating expert knowledge. It shows how expert knowledge can be incorporated into the
BN and the operational risk measurement model. In a dynamic environment, such as the banking industry, there is a
constant flow of information in the form of observed losses, new or changed policies, and controls. It is useful to
incorporate this flow of information into the models. The framework in this research can be adopted and adapted at any
bank to deliver dynamic and timely risk intelligence for the effective management of operational risk on a day-to-day
basis. The framework can also be extended to aggregate more operational risk sub-types, including where data is limited
and additional business lines.
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Appendix A List of abbreviations

BN Bayesian Networks

ORM | Operational Risk Management

OR Operational Risk

RCA Risk and Control Assessment

RCSA | Risk and Control Self Assessment

CB Commercial Banking

TS Trading & Sales

BDSF | Business disruption and systems failures
EF External Fraud

DPA | Damage to Physical Assets

CPBP | Client, Products, Business Practices
EDPM | Execution, delivery, & process management
KRI Key Risk Indicator

BL Business Line

VaR Value at Risk

PGM | Probabilistic Graphical Methods

ERM Enterprise Risk Management
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